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1. Identity Fundamental Concept
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2. Identity and Access Management (IAM)
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Authentication delegation

[ Identity /
9 ID authorization server
token

9 o Access token

Access validation
token

Protected resource
request with access token ﬁg

<+—— Response

Application (client) Resource server

User (resource owner)

Identity management - The process of creating, storing, and managing identity information.
Identity providers (IdP) are software solutions that are used to track and manage user
identities, as well as the permissions and access levels associated with those identities.

Identity federation - You can allow users who already have passwords elsewhere (for example,

in your enterprise network or with an internet or social identity provider) to get access to your

system.

Provisioning and deprovisioning of users - The process of creating and managing user

accounts, which includes specifying which users have access to which resources, and assigning
& permissions and access levels.

Authentication of users - Authenticate a user, machine, or software component by confirming

that they're who or what they say they are. You can add multifactor authentication (MFA) for

individual users for extra security or single sign-on (SSO) to allow users to authenticate their
identity with one portal instead of many different resources.

.

.

Authorization of users - Authorization ensures a user is granted the exact level and type of
access to a tool that they're entitled to. Users can also be portioned into groups or roles so
large cohorts of users can be granted the same privileges.

Access control - The process of determining who or what has access to which resources. This
includes defining user roles and permissions, as well as setting up authentication and
authorization mechanisms. Access controls regulate access to systems and data.

Reports and monitoring - Generate reports after actions taken on the platform (like sign-in
time, systems accessed, and type of authentication) to ensure compliance and assess security
risks. Gain insights into the security and usage patterns of your environment.



IAM | Authentication & Authorization Protocols

JSON web tokens (JWTs)

JWTs are an open standard that defines a compact .
OAuth 2.0 and self—(ontall?ned way for securely lransmitlin[; System for Cross- DO main
information between parties as a JSON object. JWTs -
OAuth is an open-standards ider:ltily can be verified and lrl?sted because lhe'y’ri digitally Ide"tlty Management (SCI M)
UL e i L Sl signed. They can be used to pass the identity of Created to simplify the process of managing user
access for websites, mobl\e apps, and Intemet of authenticated users between the identity provider and identities, SCIM provisioning allows organizations to
Things a"d, other ‘?EV‘C‘*- ',t uses tokens that are the service requesting the authentication. They also efficient! , = erare in the clogud and eagll et
encrypted in transit and eliminates the need to can be authenticated and encrypted. B ¥ fp e b ky £
share credentials. QAuth 2.0, the latest release of ;Jtsrzl;:;nIien?:gn\;l'g?kﬂgw‘zegé\ﬁ ;E:‘?a!iiitla?:s

OAuth, is a popular framework used by major g S
communication between cloud-based applications.

social media platforms and consumer services, \ t .
Q Web Services Federation (WS-Fed)
_ LY WS-Fed was developed by Microsoft and used extensively in their
LY

from Facebook and Linkedin to Google, PayPal,
and Netflix
applications, this standard defines the way security tokens can be
transported between different entities to exchange identity and
authorization infarmation.

OpenlID Connect (0IDC)

With the release of the Open|D Connect
(which uses public-key encryption), Open|D
became a widely adopted authentication layer
for OAuth. Like SAML, OpenlD Connect (OIDC)
is widely used for single sign-on (S50), but
OIDC uses REST/ISON instead of XML OIDC
was designed to work with both native and . .
mobile apps by using REST/JSON protocols. Security Assertion Markup Language (SAML)
The primary use case for SAML, however, is

web-based apps SAML is an open standard utilized for exchanging authentication and authorization

information between, in this case, an 1AM solution and another application. This methad
uses XML to transmit data and is typically the method used by identity and access
management platforms to grant users the ability to sign in to applications that have
been integrated with 1AM solutions.

3. Microsoft Entra & Microsoft Entra ID

Identity is the Control Plane for Digital Transformation
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Microsoft Entra ID
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Microsoft Entra ID | Accounts
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Microsoft Entra ID &

Group Account

2. Hybrid User Account

a 1. Cloud User Account (Microsoft Entra Account)
r Account 3. External User Account (Guest User Account)

* Security groups. Security groups are used to manage member and computer access to shared resources for a group
of users. For example, you can create a secunty group for a specific securnity policy. By doing it this way, you can give
a set of permissions to all the members at once, instead of having to add permissions to each member indnadually.
This option requires an Azure AD administrater,

Microsoft 365 groups. Microseft 365 groups provide collaboration opportunities by giving members access to a
shared mailbox, calendar, files, SharePoint site, and more. You can gl'ue p-eaple outside of your argan'zalian access to

the group. Bath users and admins can use Microsoft 365 groups.

4. Microsoft Entra ID Use Cases

Active Directory-Based Identity Solutions

D >

Microsoft Entra Domain Services Microsoft Entra ID Active Directory Domain Services
Provides managed domain services Cloud-based identity and mobile device Enterprise-ready lightweight directory
with a subset of fully compatible management that provides user access protocol (LDAP) server that
traditional AD DS features such as account and authentication services for provides key features such as identity
domain join, group policy, LDAP, and resources such as Microsoft 365, the and authentication, computer object

Kerberos / NTLM authentication. Azure portal, or SaaS applications. management, group policy, and trusts.



Hybrid Identity Scenario

Single
Ll ; EE_G\” L selt
i = el .
Microsoft : : C:-\' ﬂ‘\- Service |

Entra t\mié/\@/ (C\{\I :_!:

Connect ) ;
. : &)

Microsoft Entra D v,

>

Active Directory
Domain Service

On-Premises
[/ Private cloud

«. Ugymguassalunisduuun
oo. UstlouiiitldFuannnnsduuun
;- AOAULDY
o. Mllmseusleatun1sdanisdinu n1sidifeasnensain Microsoft vilwaunse
Jan3 wazUntestayauszandmilaegaiusedvanm
0. lsilsiGousfeilaesiva 9 ves Microsoft fisnananaalull 2025
: - A8 /AN INGNAY
o. I3ouilegdunisdanisinny nsidrdaninensain Microsoft iaeliesdns
anuns0dams warunilestoyaussdrimesinauldegtediusyavinmanndsty
lo. Maesll 9 vos Microsoft Admana1galud 2025 vinliamnsatioiinuszansnm
N3YNUYBIBIANSLA

oo. LBNE5H00U o MiNeadasnlasuanduuun

ol. dulsznatiedns/qaidnse Aldsuainnisuszyu/nausw/dusun/fnwgau

om. AMUAALTIULATYOLEUBLUE DY 9



&0

750 ) R o R
(wellay 8g0Ua1Y)

Ui ool NUATNUS &or

AMUAnILUBR TR T

....................................................................................................................................................................................



